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Simplify and Secure Cloud  
Application Access

As business users extend their application 
and information reach into the cloud, IT’s 
responsibility of maintaining secure access 
becomes an even greater challenge. The 
increasing adoption of software as a service 
(SaaS) and other cloud-hosted applications 
is introducing a new level of complexity and 
risk. Are your users’ corporate credentials 
being used in the cloud, leaving your 
intellectual property and competitive data at 
risk? Do you have BYOD users expecting to 
access corporate resources? IT access teams 
seek visibility, control and detailed audit 
reports. Users require the convenience and 
simplicity of single sign-on (SSO), as well as 
the flexibility to use the device of their choice. 
And the business needs a cost-effective, agile 
security solution that can be implemented 
without disrupting business continuity.

NetIQ CloudAccess

NetIQ® CloudAccess is a virtual appliance 
that provides a simple, secure way to manage 
access to SaaS applications for end users. It 
provides security and access management 
capabilities such as full user provisioning, 
dynamic credentialing, SSO and detailed 
application access reports for the SaaS 
applications your business users need for 
peak productivity. As a virtual appliance, 
it allows your IT access team to adopt an 
on- premises solution within their control 
and make use of existing security and access 
policy frameworks. NetIQ CloudAccess has 
the ability to dynamically inject your existing 
enterprise security and access policies into 
SaaS applications without you having to 
install or modify the existing infrastructures. 
Protection is almost immediate since you 
can install the appliance in a matter of hours, 
and configure it to meet the business needs 
of most environments in less than a week.

CloudAccess also delivers simple and 
secure access to BYOD users. Within the 

NetIQ MobileAccess application that users 
download from their device’s app store, 
they are presented a corporate view of 
their resources. Within this view these 
users get access to their applications with a 
single touch of an icon. Administrators can 
control which applications different users 
can view and access. In addition to cloud 
based applications, NetIQ Access Manager 
customers can use CloudAccess to provide 
simple and secure access to both their 
internal and cloud based applications.

Benefits

•	 Increases business productivity by deliver-
ing secure access to SaaS applications on 
desktops, tablets and smartphones, accel-
erating the speed of business

•	 Enforces access and security processes in 
SaaS business applications

•	 Provide multi factored authentication for 
increased security

•	 Completely removes the complexity of Mi-
crosoft Active Directory Federation Services 
(ADFS) and the limitations of Microsoft 
DirSync in Office 365 environments

•	 Integrates with existing management tools 
to automate user provisioning, deprovi-
sioning and separation-of-duties (SoD) 
within SaaS applications

•	 Enhances the current SaaS security in-
frastructure with single sign-on to SaaS, 
strong authentication, system-generated 
credentialing and group management, 
which includes Integrated Windows Au-
thentication and advanced authentication 
methods

•	 Provides detailed event tracking to monitor 
SaaS use and facilitate compliance activities

•	 Because it’s a virtual appliance it’s simple to 
deploy and requires little work to maintain

•	 Stands on its own or integrates with NetIQ’s 
other identity and access management 
solutions
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NetIQ® CloudAccess
Protect corporate assets and ensure compliance while providing your 
business users access to today’s cloud-based business applications for 
desktops, tablets and smartphones.



Features

The following components work 
seamlessly together in an integrated 
solution to deliver customer value:

•	 Best of breed identity and access 
provisioning and granular access 
control for Office365, GoogleApps 
and Salesforce

•	 Automatic SaaS application user 
provisioning and deprovisioning

•	 Preintegration with hundreds of SaaS 
applications for account creation

•	 SSO to any SaaS application

•	 Support for iOS and Android tablets 
and smartphones

•	 System-generated password creation 
for strong authentication and 
security

•	 The option for one time password 
(OTP) out of the box as well as built-
in integration to NetIQ Advanced 
Authentication

•	 Integrated log management and 
reporting

•	 Role-based group membership for 
scalable access policy administration

•	 Simple install and click-through 
configuration.

Key Differentiators

•	 NetIQ CloudAccess is unique in its 
power and simplicity:

•	 Lower cost of ownership and 
immediate protection. Eliminates 
months of design, implementation 
and customization work associated 
with traditional access management 

solutions. Additionally, the appliance 
is able to automatically deploy 
updates as needed for maintenance 
and enhancements.

•	 Seamless integration. Maps to your 
existing processes, making the 
administration of SaaS applications 
seamless and transparent. 
Administration does not need to 
differentiate between SaaS and on-
premises applications.

•	 Increased control. NetIQ CloudAccess 
provides fully functioning identity 
and access management capabilities 
within your on-premises data 
management zone (DMZ), giving you 
complete access and control over 
your secured credentials.

•	 More security. Effectively manages 
compliance and security with 
automated credentialing, extended 
security assertion markup language 
(SAML) support to non-SAML 
solutions, automated provisioning 
and deprovisioning, group 
management support and strong 
authentication support.

To learn more about CloudAccess, go 
to www.netiq.com/cloudaccess.
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Users can have quick access to secure applications wherever they are.
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